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MEMORANDUM

DATE: September 15,2003

SUBJECT: Department Internal Audit Plans

This memorandum is being sent to establish required reporting of Internal Audit
(lA) plans and to provide guidance on use of risk assessments as the basis for
internal audit plans. At a minimum, the audit plan should list anticipated audit
projects and resources (staff hours and/or financial resources) required, with
planned IT audit coverage uniquely identified. In addition, the Internal Auditor
may include:

Descriptions of non-audit activities (including special projects and reviews)
to be directed by the Internal Auditor .

.

Classification of the nature of the audits (i.e. financial, both internal and
external to State government operations; compliance; economy, efficiency,
and performance).

.

A description of the basis for determining audits within a defined overall
audit universe.

.

International Standards for the Professional Practice of Internal Auditing
{Standards) require that lA plans be based on a thorough risk assessment process.
The assessment of risk is an analytical process departments can use to prioritize
risks based on their relative significance and probability of occurrence. The lA plan
should consider the "universe" of all of the departments' activities {i.e., organizational
units and/or business processes).

There are a variety of tools and techniques used to identify and assess risk within
an organization. Information and tools utilized to perform an assessment may
include mission statement, strategic plan, written policies, written procedures,

process experts, sample questions, flowcharts, process narratives, management
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internal control evaluations, and audit results. Also, techniques for assessing risks
range from the qualitative approach (measures the risk related to business
objectives) to the quantitative approach (assigns values to risks based on its impact
on an area, initiative, or process). Attached is a flow chart depicting the use of risk
assessments in developing internal audit plans and potential risk factors to consider
when doing a risk assessment (Attachment A). Also attached is one example of a
risk assessment tool to consider in developing your audit plans (Attachment B).

For the upcoming fiscal year, internal audit plans should be submitted to Steve
Stier, by October 31, 2003. Internal Auditors should notify OFM of significant
revisions to anticipated coverage if internal audit priorities change. Attachment C is
a template to be used in reporting audit plan information to OFM.

Please direct any questions related to your internal audit plan to Steve Stier at
(517) 373-4010.

Attachment(s)

N. Duncan

S. Stier
R. Lowe

cc:



RISK MANAGEMENT TECHNIQUES FOR DEVELOPMENT OF
INTERNAL AUDIT PLANS
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Risk Factors To Consider When Doing A Risk Assessment 

1. Size of assets and/or assets under management 

2. Annual sales and /or revenues generated 

3. Annual withdrawals anticipated 

4. Volume of transactions processed 

5. Size of operating budget or expenses 

6. Accessibility or ability to commit departmental funds 

7. Importance to strategic goals and objectives 

8. Severity of regulatory penalties 

9. Complexity of regulatory requirements 

10. Clarity of regulatory requirements 

11. Level and span of customer interface 

12. Level and nature of IT support required 

13. Availability of infrastructure required 

14. Experience level of key personnel and management 

15. Nature and complexity of training required 

16. Vulnerability to errors and fraud 

17. Impact on external or internal financial reporting 

18. Significant change in operations 

19. Related Audit Findings 
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SAMPLE RISK ASSESSMENT TOOL

ATTACHMENT B



Risk Assessment Rating Sheet 
 

Name:   Joe I. Auditor           Title:   Internal Auditor   
Area of Responsibility:  Agency Services – VTS Operations            Date:  09/08/2003 

 
 

Ratings Key  
 21 -  30  This factor is of very definite concern or applicability 
 11 - 20  This factor is of average concern or applicability 
   1 - 10  This factor is of little concern or very slightly applicable 
    0      This factor is of no concern  

 
 

 
Assets at Risk                                       
Factor Weight  ___30____                                               
 
 Items to Consider: 

1. The type of assets under your control 
2. Total net assets controlled or accounted for by your 

area.  Please specify your actual or estimated net 
assets in the comment section below. 

3. How easy it would be to convert these assets into    
cash 

4. Is the information in your area considered 
proprietary, confidential and/or financial?  Circle all 
that apply. 

5. Shareholder concerns 
6. Your perceptions of the impact of errors, omissions, 

losses or fraud in your area on such issues as: 
• Publicity                     
• Political Sensitivity 
• Retail Customers         
• Users of Your Systems 
• Company Operations 

Comments: 
 
 

 
Control Awareness  
 Factor Weight  ___20___ 
 
     Items to consider: 

1. Your staff’s knowledge of controls 
2. Management’s knowledge of controls 
3. History of problems caused by either a lack of controls 

or a breakdown of existing controls 
4. Your perception of the opportunity for fraud to occur 

in this area 
5. Existence of any “self audit” processes completed and 

their effectiveness 
6. Existence of any agencies that monitor/review your 

area’s activities 
7. System development methodology used 
8. Is the information generated/maintained confidential? 
9. Is the information generated/maintained accurate? 
10. Is the information generated/maintained backed up in 

case of system failure? 
 
     Comments: 
 
 
 

 
Size of Process, Function  or Operation  
Factor Weight  ___27_____ 
 
  Items to consider: 

1. Number of transactions processed annually  
2. Total dollar value of the transactions processed 

annually 
3. Size of staff 
4. Size of the departmental budget 

• Revenue 
• Capital Expenditures 
• Operating and General Expenses 

5. Growth rate experienced during the last two years  
6. The extent that corporate financial results or 

operating decisions rely on your department’s 
performance 
 

   Comments:   

 
Management/Staff Interest or Concern 
Factor Weight  __17_____ 
 
     Items to Consider: 

1. Experience of your staff 
2. Recent changes in department management 
3. High management interest in your area 
4. Audit requested by management as a result of concern 

 
Comments: 
 
 
 
 
 
 
 
 

  



 
Significant Changes in Business, Operations, 
Processes or Technology 
Factor Weight  ____19___ 
 
     Items to consider: 

1. New technology installed/implemented in  
your area in the last year 

2. New organizational structure implemented in 
the last year 

3. Any functions outsourced in the last year 
4. The extent to which your area’s operations, 

processes, or technology are centralized or 
decentralized 

5. Recent competitive developments affecting 
your operations 

 
 
 
 
 
 
 
Comments: 
 
 
 
 

 
Environmental Factors                                                                  
Factor Weight  ___10_____ 
 
     Items to consider: 

1. High crime area 
2. Your area operates in an area susceptible to natural 

disasters (earthquake, flood, etc.) 
3. Prior history of fraud 
4. Physical location within your building  
5. Any international operations 
6. Government stability 
7. Complexity of operations 
8. Computer systems: 

• Stability  
• Criticality 
• Age 
• Uniqueness 
• Remote Access 
• System Interfaces 
• In-house developed product vs. vendor 

purchased  
 
Comments: 
      
 
 
 
 
 
 

 
Legal/Regulatory Environment  
Factor Weight  ___10____ 
 
     Items to consider: 

1. Existing legislation pertaining to your 
operations 

2. Future legislation being contemplated 
3. Penalties for non compliance 
4. Subject to outside review by regulatory 

agency 
 
     Comments: 
 
 
 
 
 
 
 

 
Independent Review History                                           
Factor Weight  __28____       
 
     Items to consider: 

1. Never reviewed by OAG or Internal Audit 
2. Not reviewed by OAG or Internal Audit in last five 

years 
3. Poor results on prior review 
4. Weakness identified in management’s biennial 

evaluation of internal controls  
      
     Comments: 
 
 

 



Department of XXXXXXXX 
Internal Audit Plan for the period XXX 99, 2003 thru XXX 99, 2004 
 

Audit Project 

Audit Resources 
Required 

(hours and/or dollars) 
Classification of Audit 

(e.g. financial, performance) 

 
Information 
Technology 

Related 
(Y/N)  Comments 
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